
HUMANS ARE 
YOUR WEAKEST LINK
PROTECTING AGAINST PHISHING AND 

SOCIAL ENGINEERING ATTACKS



PHISHING IS SKYROCKETING—more than 137 million attempts were 
counted in Q3 2018 alone.1 A giant wave of phishing attacks on Netflix 
users was so huge that the FTC issued a warning.2 And Mr. Phish knows 
that 81% of security breaches involve weak or stolen credentials.3 
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MEET MR. PHISH. 
HE'S LOOKING FOR TARGETS!

Meet Mr. Phish. His mission is to steal money from your employees and your company. He doesn’t look  
like a criminal, and his actions are mostly unseen and undetected. 

He makes his living by pilfering employees’ online credentials—user names and passwords. His modus 
operandi is phishing: tricking people into logging into a fake website in order to capture their credentials. 

He frequently finds lucrative targets among corporate executives working for companies with seemingly  
lax security. He uses the stolen credentials to impersonate them and siphon money out of personal and  
corporate accounts. His tricks work because he continually updates them, staying 
one step ahead of everyday security technologies and practices. 

And now he’s found a target: Roger, a corporate executive who seems ripe for  
the picking. He can impersonate Roger in an email to the company’s finance 
department to wire-transfer money to his own account.

1  ITProPortal, “Phishing attacks see major rise”, Nov. 08, 2018
2  BGR, Dec. 27th, 2018
3  Decipher, May 2, 2017

Mr. Phish

Roger

https://www.itproportal.com/features/phishing-attacks-see-major-rise/
https://bgr.com/2018/12/27/netflix-phishing-attack-email-ftc/
https://duo.com/decipher/stop-the-pwnage-81-of-hacking-incidents-used-stolen-or-weak-passwords


The next step is to send Roger  
a legitimate-looking email with a 
security warning and a link to reset his 
password. He hopes the email will fool 
Roger into clicking the link and entering 
his password on the fake log-in page.
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THE CORPORATE EMAIL ATTACK
On average, a company of 1,000 employees receives 20 phishing emails every day that bypass security.4 Mr. Phish gambles  
that his phishing email would get through to Roger. Examining the company’s website and press releases, he guesses that  
the employees use Office 365. And he recently learned on the Dark Web a new trick to bypass Office 365 protections.

His first step is to replicate the log-in page for Office 365, and register a domain for it that closely mimics the domain for  
Office 365 (such as “account.office356.emai”). It is easy for Mr. Phish to find Roger’s corporate email account—the name  
is typically the employee’s first or last name (or both), and may even be listed on the company’s website. To narrow it down,  
Mr. Phish uses LinkedIn and Google to search for Roger’s profile pages. 

 

Fortunately Roger’s company uses CloudGuard SaaS to protect its infrastructure, including incoming emails. This system’s  
AI-based phishing detection engine can see more than 300 suspicious elements in this email. 

For example, the sender’s name includes brand-related text, which would be unlikely for a true company employee. The recipient 
is a senior executive, which automatically raises a red flag. The subject text, typical of phishing emails, uses a generic “Email 
Security Team” that probably doesn’t exist for the real Office 365. The body text has a few grammatical errors, also typical of a 
phishing scam. And the link goes to a website that CloudGuard SaaS detects is a low-traffic site—very unlikely for a true account 
notification from Office 365.

CloudGuard SaaS not only prevents the delivery of this email, but also immediately adds the bogus domain to its long list of 
blacklisted domains that it blocks from further use.

SO MR. PHISH IS FOILED. FOR NOW.

4 CPR, Check Point, CloudGuard SaaS data, https://research.checkpoint.com, 2019

https://www.checkpoint.com/products/saas-security/
https://research.checkpoint.com/


Mr. Phish starts by registering 
another new domain, creating a 
fake log-in page for the service, 
and composing a new personal 
email to send to Roger.
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THE PERSONAL EMAIL ATTACK
However, Mr. Phish is undaunted by this setback. He can try the same trick with Roger’s personal email, which presumably is  
not guarded by his company’s security system. 

Mr. Phish starts by registering another new domain, creating a fake log-in page for the service, and composing a new personal 
email to send to Roger. This time Roger is fooled because it is a personal email, and he clicks the link to the fake site. 

Fortunately Roger was accessing his personal email through his company’s internet access. The link passes through a gateway 
that uses ThreatCloud, which provides a “campaign hunting” feature that analyzes the unknown domain. ThreatCloud can  
recognize characteristics and find links to other blacklisted domains and to the persons who registered those domains, and 
inform the gateway to block access to the domain.

THESE KINDS OF SET-BACKS ONLY SERVE TO INSPIRE MR. PHISH.
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THE ZERO-DAY PHISHING SITE ATTACK
While he has had no luck so far, Mr. Phish is not finished. He knows that his domains have been blocked, and his email  
identity identifies him as a rogue, but he doesn’t give up—he registers a new domain with a new anonymous email identity.  
He immediately sends a new email through the corporate network from this “zero-day” domain, which is not recognized at  
first by Roger’s company security since it was created less than 24 hours ago. This is just one way that threat actors are  
able to keep one step ahead of security efforts.5 

However, Roger’s computer is protected by SandBlast 
Agent, which lives inside the browser. As Roger clicks  
the link to Mr. Phish’s new, unrecognizable website,  
ThreatCloud scans the website page to discover similar 
pictures and content from the genuine Office 365 site,  
but at least a dozen other indicators signal that it is not  
the genuine site.
 
Before Roger can click on the website page to enter  
information, the page is blocked in real time in the browser. 
Once again, Roger has been saved by his security safety net.

5 “Cloud, Mobile and IoT as Weakest Links,” 2019 Security Report, Check Point, 
https://bit.ly/2D0paZw, Feb. 6, 2019

https://www.checkpoint.com/products/advanced-endpoint-threat-prevention/
https://www.checkpoint.com/products/advanced-endpoint-threat-prevention/
https://www.checkpoint.com/products-solutions/threat-intelligence/
https://bit.ly/2D0paZw


...

Mr. Phish decides to use WhatsApp 
to send a phishing message to 
Roger’s mobile device
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THE MOBILE ATTACK
Mr. Phish is surprised at the level of security that extends all the way to Roger’s laptop, but he presses on. He decides to use 
WhatsApp to send a phishing message to Roger’s mobile device. WhatsApp is useful because a message with a link shows a 
preview of the website logo and page title, which Mr. Phish can easily fake to appear legitimate.6 All he needs is Roger’s mobile 
phone number, which he can find with Google.

Roger receives a text message in WhatsApp. Fortunately Roger’s mobile device is protected with SandBlast Mobile, which can 
detect the same indicators about an unknown site that ThreatCloud can detect, right on the device itself. So SandBlast Mobile 
discovers the rogue website and blocks access.

6 InfoSecurity Group, “WhatsApp: Newest Attack Target for Mobile Phishing”, Nov. 5, 2018

http://www.checkpoint.com/mobilesecurity
https://www.infosecurity-magazine.com/next-gen-infosec/whatsapp-attack-mobile-phishing/
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THE SOCIAL MEDIA ATTACK
Mr. Phish knows another way to get Roger’s password. In December of 2018, passwords from 100 million Quora users were stolen 
and then sold on the Dark Web.7 Mr. Phish searches Quora to see if Roger is active on the social media question-and-answer site. 
Sure enough, Roger likes to answer questions about the Beatles.

Mr. Phish knows that many people use the same password for both their corporate accounts and personal accounts, even if they 
know they shouldn’t. There are just too many systems and services to remember a unique password for each one. Roger, in a rush 
and maybe feeling a little lazy, tried to use his corporate credentials to sign up for Quora from his mobile device.

Fortunately, Roger’s company uses SandBlast Agent and SandBlast Mobile to protect all of Roger’s endpoints. The system 
blocks Roger from using his corporate password for a personal site. It helps enforce the rule that employees must keep their 
corporate and personal identities and passwords completely separate.

MR. PHISH CANNOT BELIEVE HIS BAD LUCK.

IN DECEMBER OF 2018, 
PASSWORDS FROM 100 MILLION 
QUORA USERS WERE STOLEN AND 
THEN SOLD ON THE DARK WEB.

7 The Telegraph, Dec. 4, 2018

https://www.checkpoint.com/products/advanced-endpoint-threat-prevention/
http://www.checkpoint.com/mobilesecurity
https://www.telegraph.co.uk/technology/2018/12/04/passwords-100-million-quora-users-stolen-data-breach/
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THE ACCOUNT TAKEOVER
Mr. Phish continues his nefarious activities because he has everything to gain and nothing to lose. But even Mr. Phish needs  
time off, and while resting he watches late night TV entertainment. 

A talk show host is on the street questioning passersby about privacy and security. The host wants to know what they use for 
their passwords, so that the TV audience can judge whether their passwords are strong enough.8 By sheer coincidence Roger is 
interviewed on the street, and gives up strong clues about his password—“It’s the city of my birth, my birthdate, and the country 
where I was born.”

While watching the TV interviews he learns two other people’s names and searches for the data they use to create their  
passwords—typically a combination of their pet’s names, their cities of birth, their birthdates, and their addresses. In a matter  
of minutes, with a few searches for Roger’s social media profiles and those of the others he’d learned about, Mr. Phish has what 
he wants: all of their passwords. He thinks he can now impersonate them and log into their bank accounts, and withdraw three 
times as much money as he originally planned.

Is it game over? Not for Roger, whose company uses CloudGuard SaaS. The system uses ID Guard to recognize that Roger’s  
valid credentials are being used on an unknown, non-provisioned computer or mobile device. This key feature of CloudGuard SaaS 
prevents account takeover even if the credentials are compromised.
 

8 The Tonight Show host Jimmy Fallon, “What is Your Password?” (YouTube)

https://youtu.be/opRMrEfAIiI
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Humans are Your Weakest Link    |   9

THE SAFETY NET
We’re all human, and we all make mistakes. Even worse, our companies rely on infrastructures that are vulnerable to attack.  
We could all use a safety net to protect our work environment and to protect our users from mistakes.

Taking stopgap approaches with different 
solutions is not enough. For example, 
two-factor authentication might seem like a 
secure solution for password reset emails, 
but Mr. Phish knows tricks to obtain the 
authorization code. Your company can block 
emails to employee accounts, but you may be 
missing attacks to their personal accounts. 
Trying to patch together solutions for each 

attack vector is like trying to catch trapeze artists in free-fall with bedsheets. Phishing is a huge challenge with many attack 
vectors, and your company needs a lot more than bedsheets—you need a comprehensive safety net.
 
Check Point Infinity is designed to protect corporations from all 
forms of cyberattacks. Infinity gives you total protection with 
a critical safety-net to overcome inevitable human errors, and 
to detect sophisticated social-engineering and account takeover 
attacks. Infinity is effective because it combines two key 
ingredients: full convergence across all attack surfaces and all 
attack vectors, and advanced prevention that can tackle the most 
sophisticated zero-day phishing and account takeover attacks.

BECAUSE MR. PHISH IS STILL OUT THERE, HUNTING FOR HIS NEXT VICTIM.

YOU NEED TO PROTECT ALL SURFACES 
WITH A SET OF TECHNOLOGIES THAT ARE 
UP TO THE TASK. YOU NEED A SOLUTION 
THAT PROTECTS AGAINST ALL VECTORS 
FOR A PHISHING ATTACK. 



Next, read How Mobile Phishing Works and What to Do About it.
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